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Introduction 2

Research computing often involves access to, and the use
of, restricted data.

The University provides training to all staff, faculty, and
researchers that have access to this broad category of
information that requires special protections.

Let’s begin by reviewing the definition of restricted data.




What is Restricted Data?

Data in any format that is
collected, created, or maintained
by or on behalf of the University
and its affiliates, or within the scope
of University activities

AND

subject to specific protections
under federal or state law or
regulations, or legal contracts.

restricted entry
authorised
personnel only




Examples of Restricted Data

» Social Security numbers
» Credit card numbers
» Bank account and other financial numbers

» Florida driver’s license number
» Medical records, account numbers, and photogral

» Student records such as grades, tuition and payments,
and disciplinary status

See http://privacy.ufl.edu for a complete list.




Why Protect Restricted Data?

It’s the law.

>
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HIPAA protects the privacy of health information
FERPA protects student records
Florida laws require the protection of health dat

Graham-Leach-Bliley regulations protect financia
information

PCI DSS is an industry standard that protects credit card
information. AR

Our discussion will focus on HIPAA and Florida laws. k




A Closer Look at HIPAA

State and federal laws
protect restricted data
residing in GatorVault.

HIPAA protects a specific
type of health information;
HIPAA regulations call this
health data “protected
health information”, or PHI.




A Closer Look at HIPAA

The Office of Civil Rights defines protected health information as:

» Individually identifiable health information that is transmitted
maintained in any form or medium by a Covered Entity or |

Business Associate.

What is individually identifiable health information?
» Health information, including demographic information that

» Relates to an individual’s physical or mental health or the provisi
of or payment for health care

» That directly identifies the individual, or could reasonably be used
to identify the individual.




A Closer Look at HIPAA

Any information that links an individual with their physical or mental
health condition such as:

>
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Person’s name or the name of a relative
Any address smaller than a state

Dates such as birth & death, admission or discharge, date
service

Medical record, account, & health plan beneficiary number
SSN, email address
Full face photograph

Even a single data element, such as date of birth, qualifies as PHI!




Florida Law

Florida Statute 501.171 protects Personal Identification Information (Pl
which is defined as:

An individual’s first name or first initial and last name in combi
with one or more of the following data elements for that in

» A Social Security Number

» Driver’s license or identification card number or simila
government-issued ID

» Financial account number or credit or debit card number,
and an access code that permits access to an individual’s
financial account.




Florida Law

Florida Statute 119.071 regulates the use of Social Security num
state agencies. The Privacy Office is responsible for establishi
University policies that align with this state law.

A key policy established for the protection of SSNs is the re
obtain WRITTEN permission from the Privacy Office to use, d
and/or store SSNs for purposes not previously approved.

The Privacy Office website contains a list of approved uses and
disclosures.  http://www.privacy.ufl.edu.




Non-Compliance

Key Concept: All users are responsible for the protection
and appropriate use of restricted data.

There are severe consequences for the University and
individuals if the privacy or security of restricted data
violated.

Florida law states that “Any person who willfully and witho
authorization fraudulently uses ... personal identification

iInformation without first obtaining that individual's consent,
commits... a felony.”




Non-Compliance

Federal sanctions for an individual responsible for a priva
incident include:

» Jail time
» Fines

» Civil “invasion of privacy” litigation by affected
individuals is also a possibility.

Employee sanctions at UF range from a verbal warning up
to and including termination.




Non-Compliance

The University assumes direct and indirect costs for non-
compliance:

» Loss of the public’s trust

» Damages to UF’s reputation

» Regulatory fines and penalties
» Expenses associated with notifying patients of a br

HIPAA and Florida law have breach notification requirements.




Breach Notification

UF defines a data breach as “an unauthorized
access, acquisition, use, or disclosure of restricted
data”.

In practical terms, this means that UF must notify
patients- in writing- when their information has been
compromised.




Breach Notification

Key Concept:

Data users must recognize a potential privacy or se
Incident and report it immediately to the Privacy O

The Privacy Office will conduct an investigation and,
required by HIPAA or Florida law, notify the affected
patients.




Recognizing a Privacy Incident

Again, an incident is an inappropriate use or disclosure
protected health information. Examples include:

» Lost or stolen mobile device

» Sharing PHI with another GatorVault user who d
have IRB authorization for that PHI.

» Emailing unencrypted PHI to someone outside the

e e

PRIVATE




Reporting a Privacy Incident

Known or suspected incidents must be reported
immediately to your supervisor or the Privacy Office:

» Privacy Office Direct: (352) 273-1212
» Privacy Hotline: (866) 876-4472
» Email: privacy@ufl.edu

Failure to report will result in disciplinary action.




Privacy Wrap-Up

The University has a legal obligation to protect restricte
data. But perhaps the most important reason is that i
right thing to do.

Now we’ll discuss GatorVault.




What i1s GatorVault?

» Secure Data Storage and Collaboration
» GatorVault allows storing and collaborating on data
» Including PHI and restricted data
» Securely share with authorized collaborators
» Secure Data analysis

» GatorVault brings your data to robust computing
resources for analysis

» Virtualized computing resources allow analysis of data
within the GatorVault environment

» Windows

» Linux




What i1s GatorVault?

» Secure Data Storage and Collaboration
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What i1s GatorVault?

» Secure Data analysis

File Edit Code View Plots Session Build Debug Tocls Help
LIRS | R Project: {None) ~

IR demos Environment = History ==

a &4 [ [ #Import Dataset+ | ¥ Clear | (& List~
graphics A show of some of R's graphics capabilities
image The image-like graphics builtins of R
persp Extended persp() examples
plotmath Examples of the use of mathematics annotation X num [1:6] 55 52 57 55 50 50

0z List of 30
Demos in package ‘grDevices’: Oz.04 List 30

7} Global Environment~
welight num [1:30] 4.1/ 5.58 5.18 b.11 4.5 4.b1 5.1/ 4.53 5.33 :..d

colors A show of R's predefined colors() QZB List 30
hclColors Exploration of hcl{) space ©z1 List 38
Dz2 List 30
Dzi List 30
glm.vr Some glm() examples from VER with several predictors Dzz List 30
Im.glm Some linear and generalized linear modelling examples
from "An Introduction to Statistical Modelling' by Files Plots Packages Help Viewer
Annette Dobson -
nim Nonlinear least-squares using nim() @ £ zoom | BExport- | @ o Clear Al
smooth "Visualize' steps in Tukey's smoothers

Demos 1in package 'stats’:

Dobson's Birth Weight Data
Use ‘demo(package = .packages{all.available = TRUE))"
to list the demos in all *available* packages.

—
Console ~/ =

Signif. codes: © "*¥¢' @,001 "#¥' 0.01 "*' 0.05 . 0.1 " ' 1
(Dispersion parameter for binomial family taken to be 1)

Null deviance: 10.452 on 5 degrees of freedom
Residual deviance: 5.173 on 4 degrees of freedom

AIC: 38.741

Number of Fisher Scoring iterations: 3

> op <- par(mfrow = c(2,2), oma = c(8,8,1,0))

> plot(glm.p84) # well ?
Hit <Return> to see next plot: |




What i1s GatorVault?

» No need to move data from system to
system

» Scalable computing capacity with the
security needed for protected data




Public-Private Key Basics

» GatorVault works by encrypting all
data using public-private key-pairs

Public

T ——
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» The only way to decrypt the data is with
the private key

» You are the only one with the private
key Encrypted

» If you lose the private key, the data data

cannot be decrypted—even system
administrators cannot view your data!

» Backup your private key
» Never share your private key

» Private key is password protected off piivate




Use of GatorVault

» Eligibility:

» UF Faculty working with protected data
» Their students and staff

» Their authorized collaborators

analyze patient data
without having to
de-identify

b

GatorVault

Securely manage sensitive
IP data

restricted data and
applications

o




Cost of GatorVault

» Interested faculty should contact Research Computing togeli
needs, costs and review procedures

» For current prices see

http://www.rc.ufl.edu/services/rates/

||||||||||||||||||||||

Home of I rmance Compubing



Getting an account

» Accounts are created at:
» https://gatorvault.rc.ufl.edu/register.html
» Fill out the form
» Backup your private key

» The account needs to be activated by a
Research Computing staff member

U GatorVault Registration

1. Generating public-private keypair &

For secure access a public/private keypair is generated in your browser. This may 1ake a few moments.

The key-pair has been generated.

2. Encrypt the private key with a passw

Username (your email address)

Email

First name

First name

Password

Password

Retype password

) private key

‘downloads’ folder, and mave it to your USB stick. You will need the file with
hine.




GatorVault Requirements

Before using the GatorVault system, UF staff and
researchers must successfully complete the appropri
training module annually:

» HIPAA General Awareness
(@]
» HIPAA & Privacy for Researchers
Both courses are available at https:.//mytraining.hr.ufl.edu:

Your position may require completion of Training Module
IRB802 -OLT IRBO1 Mandatory Local Training Refresher.




GatorVault Access

» Connecting to GatorVault immediately leads to
GatorLink authentication

» GatorLink account is not sufficient to obtain acce

» Authorization is checked and granted by GatorVault




GatorVault Secure Key

» The first thing to do

» Create RSA-2048 public/private key pair
» Used for all authentication, authorization, and logging in Gator
» Encrypt the private key with AES-256 using a password as se
» Save this in a file, remember the password
» Strength of the password will be enforced

» Make a backup of the password protected private key

» GatorVault does not see or keep your private key @ (C{J

» Lose the key .,{/ 7 ol
» Lose your files / %




Questions or Concerns?

Contact the Privacy Office Research Co
Tigert Hall, Room G-24 Physics 2334
352-273-1212 2001 Museum

privacy@ufl.edu support@rc.ufl.e




Next Steps

Now that you have completed the GatorVault training
module, complete the assessment.




